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News |

Updates in the Zoo

The animal “Evasive LWE” (and its mutations) is now in the Zoo.

This topic is sometimes controversial. Vision of the page:

▶ Summary of major results and developments. Pointers to references with more details.

▶ Be factual.

▶ Not an exhaustive list of mutations.
(If your favourite one is missing and you want it there, make a pull request)
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Background |

LWE, and LWE given preimages

LWE

Given random wide A←$ Zn×m
q , sample c ∈ Zn

q , hard to decide if cT is

sTA + eT mod q or random

where s←$ Zn
q LWE secret, e ≈ 0 short error.

▶ Advanced constructions may involve short Gaussian preimages X s.t.

A · X = P mod q

for P following specific (usually highly structured) distributions

▶ For many target P, unclear how to simulate such X in security proof
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Background |

(A Simple) Evasive LWE

Evasive LWE (informal) [Wee22]

For random wide A←$ Zn×m
q and any P← Samp(1λ; rand),

If (A, P, sTA + eT
A, sTP + eT

P) ≈c (A, P, $, $)

Then (A, P, sTA + eT
A, X) ≈c (A, P, $, X)

where X←$ Gaussian s.t. A · X = P mod q, and eA, eP Gaussian errors.

▶ Intuition: No meaningful use of preimage X in “Then”, except right-multiply to get

(sTA + eT
A) · X = sTP + eTX mod q

→ modelled as sTP + eT
P mod q in “If”

▶ Usefulness: In security proof, suffices to argue “if” holds (No preimages anymore)
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Background |

(only showing some top results)
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Background |

Writing this formally...

If (Pre): (A, P, sTA + eT
A, sTP + eT

P) ≈c (A, P, $, $)

Then (Post): (A, P, sTA + eT
A, X) ≈c (A, P, $, X)

[Wee22]:
∀ PPT P ∈ Zm×k

q ← Samp(1λ; rand) and B, ∃ PPT A, polynomial p(λ), negl. function ϵ(λ) s.t.

AdvPost
B (λ) ≤ AdvPre

A (λ)/p(λ)− ϵ(λ)

Preb
A(1λ)

A←$ Zn×m
q ; P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA
, eP ←$ Dk

Z,χP

if b = 0 then

cT
A := sTA + eT

A mod q

cT
P := sTP + eT

P mod q
if b = 1 then

cA ←$ Zm
q ; cP ←$ Zk

q

return A
(
A,P, cA, cP , rand

)

PostbB(1λ)

A←$ Zn×m
q : P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA

if b = 0 then

cT
A := sTA + eT

A mod q
X←$ DΛP

q (A),σ

if b = 1 then

cA ←$ Zm
q ; X←$ DΛP

q (A),σ

return B
(
A,P, cA,X, rand

)
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But... They are almost always different
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Background |

This talk

▶ Brief summary of development

▶ An example attack

▶ On relating different evasive LWE variants

▶ A specific variant + target P of interest

▶ Characterisation?
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Summary of Development |

Timeline

mid
2022

end
2024

early
2025

born
[Wee22] more variants

[WWW22; ARYY23]
[HLL23; HLL24; CW25]...

growing quiet,
variants / restrictions

still emerge

first variants
[Tsa22, VWW22]

burst of attacks
[BÜW24; DJM+25; HJL25]

[AMYY25; HYY25]

▶ Why so many variants:
Many applications define their own specific “if–then pair”, each induces a new variant
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Summary of Development |

Status

▶ Many variants in the literature, some broken, some not
▶ Additional LWE samples in both “if” and “then” [Wee22]
▶ “Private-coin” variants [VWW22; Tsa22; ARYY23; BÜW24]
▶ Circular variants [HLL23; CW25]
▶ Multiple tuples of (Ai , Pi ) + their LWE samples/ preimages [WWW22; CLW24]
▶ Structured LWE errors [HLL24]
▶ ......

▶ Attacks are variant-specific
=⇒ No clear explanation to why some broken, some not (or not yet?)

▶ IMO: We do not have an answer...
▶ Are there plausible variants, if so which ones?

▶ How to reasonably characterise these variants?
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Summary of Development |

Quick note on “public-” and “private-”coin

▶ Common in literature to distinguish “public-coin” and “private-coin”

▶ “Private-coin” introduced in [VWW22] in form of discussion. Actual assumption:

(1) Randomness used to sample P is withheld, i.e. “private-coin Samp”, and
(2) Involves correlated (s,P, aux) in problem instance

▶ “Public-coin”: ¬(1) or ¬(2) or both? Interpretation differed in literature

▶ Possible to interpret some variants / attacks as either (e.g. [HLL23; BÜW24; AMYY25]...)

▶ Lack of precision (e.g. “public-coin” = many incomparable definitions)

▶ This talk: These prefixes / terminologies will not be used
A variant is stated whenever referred to, not classified by a name

(Will get back to this towards the end)
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Example attack |

Attack = disproving asserted implication

Recap:
∀ PPT Samp, PPT B,
∃ PPT A, polynomial p(λ), negl.
function ϵ(λ) s.t.

AdvPost
B (λ) ≤ AdvPre

A (λ)/p(λ)− ϵ(λ).

Preb
A(1λ)

A←$ Zn×m
q

(P, . . .)← Samp(1λ; rand)
if b = 0 then . . .

if b = 1 then . . .

// Distinguishing problem w/o preimages

return A
(
A,P, cA, cP , . . .

)

PostbB(1λ)

A←$ Zn×m
q

(P, . . .)← Samp(1λ; rand)
if b = 0 then . . .

if b = 1 then . . .

// Distinguishing problem w. preimages

return B
(
A,P, cA,X, . . .

)

Characterisation of Evasive LWE and their Hardness (Or: The lack of it) | Ivy Woo 11 / 19



Example attack |

Attack = disproving asserted implication

Recap:
∀ PPT Samp, PPT B,
∃ PPT A, polynomial p(λ), negl.
function ϵ(λ) s.t.

AdvPost
B (λ) ≤ AdvPre

A (λ)/p(λ)− ϵ(λ).

Preb
A(1λ)

A←$ Zn×m
q

(P, . . .)← Samp(1λ; rand)
if b = 0 then . . .

if b = 1 then . . .

// Distinguishing problem w/o preimages

return A
(
A,P, cA, cP , . . .

)

PostbB(1λ)

A←$ Zn×m
q

(P, . . .)← Samp(1λ; rand)
if b = 0 then . . .

if b = 1 then . . .

// Distinguishing problem w. preimages

return B
(
A,P, cA,X, . . .

)

Pre is hard Post is hard
evLWE(i.e. “if” holds) (i.e. “then” holds)
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A←$ Zn×m
q
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if b = 0 then . . .

if b = 1 then . . .

// Distinguishing problem w. preimages

return B
(
A,P, cA,X, . . .

)

Pre is hard Post is hard
evLWE(i.e. “if” holds) (i.e. “then” holds)

prove this holds
(from plausible assumption, e.g. LWE)

prove this wrong
i.e. construct distinguisher

Attack = disprove this
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Example attack |

Example Attack (adapted from [DJM+25])

(Variant adapted from [BÜW24]) For all (s,P, aux)←$ Samp(1λ; rand),

Pre: (A, P, sTA + eT
A, sTP + eT

P , aux) ≈c (A, P, $, $, aux)

Post: (A, P, sTA + eT
A, X, aux) ≈c (A, P, $, X, aux)

▶ Idea: Let s,P uniform, leak LSB of sTP mod q via aux.

aux := sTP− 2tT mod q, t←$ {0, . . . , ⌊q/2⌋}k , q odd

1. Pre indistinguishable under LWE:

LWE + noise-flooding: (sTA + eT
A, sTP + eT

P , aux) ≈c ($T
A, $

T
P + eT

P , $
T
P − 2tT)

Next ($P + eP , $P − 2t) ≈s ($P − 2t + 2t + U({0, 1}k ) + eP , $P − 2t) ≈s ($, $P − 2t)

2. Post distinguishable:

LHS: (sTA + eT
A) · X− aux mod q = eT

AX + 2tT mod q = eT
AX + 2tT w.h.p. (no wrap-around)

Take mod2 =⇒ quantity in row span of X mod 2
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Example attack |

Other variants and attacks (not exhaustive)

Attack on Application from

Variant Applications Assumption Scheme other assumptions∗

[Wee22] CP-ABE No No Yes#

[Tsa22] WE Yes [BÜW24] No No
[VWW22] WE, null-iO Yes [BÜW24] No No
[WWW22] MA-ABE (subset policy) No No No
[ARYY23] MI-ABE Yes [BÜW24] No No
[HLL23] unbounded-depth ABE Yes [AMYY25] No No
[BÜW24] – Yes [DJM+25] – –
[BDJ+25] pseudorandom iO Yes [AMYY25] Yes No
[AKY25] pseudorandom FE Yes [AMYY25]→ No Yes→ No No

...
...

...
...

...

Table: Evasive LWE variants and attacks (not exhaustive). ∗: Counts only lattice-based results, excludes
“assume construction is secure”. #: from succinct/decomposed LWE. Yes→ No: Attacked then patched.

▶ Assumption quantifies over all P (maybe also s, aux) // “for all (P, . . .)← Samp, it holds ...”

=⇒ Attack on assumption does not necessarily break its application
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Example attack |

Questions

▶ More attacks: On standing variants / with new techniques

▶ Reduction between variants =⇒ narrow down landscape

▶ Analysis to justify standing variant (possibly on specific target P)

▶ Meaningful characterisation

▶ Capture existing variants + consistent with known knowledge

▶ Answer to settings where assumption is broken but its application not

▶ Achieve applications from better assumptions
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On relating evasive LWE variants |

On relating evasive LWE variants
Suppose want to show:

Assume Variant-A holds, then Variant-B holds.

▶ Same Pre and Post games, only quantifiers differ (easy)
E.g. Variant-A: “For all (P, aux)← Samp”, Variant-B: “For all P← Samp”

▶ Different Pre and Post games =⇒ Need to relate four different problems

Characterisation of Evasive LWE and their Hardness (Or: The lack of it) | Ivy Woo 15 / 19



On relating evasive LWE variants |

On relating evasive LWE variants
Suppose want to show:

Assume Variant-A holds, then Variant-B holds.

▶ Same Pre and Post games, only quantifiers differ (easy)
E.g. Variant-A: “For all (P, aux)← Samp”, Variant-B: “For all P← Samp”

▶ Different Pre and Post games =⇒ Need to relate four different problems

evLWE Variant-A evLWE Variant-B

LWE w/o preimage
Problem A

LWE w/o preimage
Problem B

LWE w. preimage
Problem A′

LWE w. preimage
Problem B′

Characterisation of Evasive LWE and their Hardness (Or: The lack of it) | Ivy Woo 15 / 19



On relating evasive LWE variants |

On relating evasive LWE variants
Suppose want to show:

Assume Variant-A holds, then Variant-B holds.

▶ Same Pre and Post games, only quantifiers differ (easy)
E.g. Variant-A: “For all (P, aux)← Samp”, Variant-B: “For all P← Samp”

▶ Different Pre and Post games =⇒ Need to relate four different problems
Naive idea that does not work:

evLWE Variant-A evLWE Variant-B

LWE w/o preimage
Problem A

LWE w/o preimage
Problem B

LWE w. preimage
Problem A′

LWE w. preimage
Problem B′

Characterisation of Evasive LWE and their Hardness (Or: The lack of it) | Ivy Woo 15 / 19



On relating evasive LWE variants |

On relating evasive LWE variants
Suppose want to show:

Assume Variant-A holds, then Variant-B holds.

▶ Same Pre and Post games, only quantifiers differ (easy)
E.g. Variant-A: “For all (P, aux)← Samp”, Variant-B: “For all P← Samp”

▶ Different Pre and Post games =⇒ Need to relate four different problems
Naive idea that does not work:

evLWE Variant-A evLWE Variant-B

LWE w/o preimage
Problem A

LWE w/o preimage
Problem B

LWE w. preimage
Problem A′

LWE w. preimage
Problem B′

← assumed ← want to show
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A variant and target of interest |

Any particular interesting variant / target?

Recap of [Wee22,Wee24]:

Preb
A(1λ)

A←$ Zn×m
q ; P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA
, eP ←$ Dk

Z,χP

if b = 0 then

cT
A := sTA + eT

A mod q

cT
P := sTP + eT

P mod q
if b = 1 then

cA ←$ Zm
q ; cP ←$ Zk

q

return A
(
A,P, cA, cP , rand

)

PostbB(1λ)

A←$ Zn×m
q : P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA

if b = 0 then

cT
A := sTA + eT

A mod q
X←$ DΛP

q (A),σ

if b = 1 then

cA ←$ Zm
q ; X←$ DΛP

q (A),σ

return B
(
A,P, cA,X, rand

)
▶ No known attack on this (relatively simple) version

▶ Above + standard LWE =⇒ succinct LWE [Wee24]
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cT
A := sTA + eT

A mod q
X←$ DΛP

q (A),σ

if b = 1 then

cA ←$ Zm
q ; X←$ DΛP

q (A),σ

return B
(
A,P, cA,X, rand

)
▶ No known attack on this (relatively simple) version

▶ Above + standard LWE =⇒ succinct LWE [Wee24]
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Evasive LWE vs. succinct LWE vs. decomposed LWE

▶ Evasive LWE: Pre =⇒ Post (for any P)

▶ Let P = [W1R, . . . ,WℓR], where Wi ←$ Zn×m
q ∀i ∈ [ℓ], R←$ Dn×2ℓm

Z,σ

▶ [Wee24] showed: LWE =⇒ Pre with this P; Post with this P =⇒ ℓ-succinct LWE

LWE

succinct LWE decomposed LWE
[AMR25]

this evasive LWE
(with this P)

Preb
A(1λ)

A←$ Zn×m
q ; P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA
, eP ←$ Dk

Z,χP

if b = 0 then

cT
A := sTA + eT

A mod q

cT
P := sTP + eT

P mod q
if b = 1 then

cA ←$ Zm
q ; cP ←$ Zk

q

return A
(
A,P, cA, cP , rand

)

PostbB(1λ)

A←$ Zn×m
q : P← Samp(1λ; rand)

s←$ Zn
q , eA ←$ Dm

Z,χA

if b = 0 then

cT
A := sTA + eT

A mod q
X←$ DΛP

q (A),σ

if b = 1 then

cA ←$ Zm
q ; X←$ DΛP

q (A),σ

return B
(
A,P, cA,X, rand

)
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Mutation 101
▶ Not “private-coin” (independent sampling of S and P)
▶ Not “public-coin” (coins not required to be given) ← as with all natural lattice assumptions

Preb
A(1λ)

A←$ Zn×m
q

(S, auxS)← SampS(1λ)

(P, auxP)← SampP(1λ)

EA ←$ Dt×m
Z,χA

, EP ←$ Dt×k
Z,χP

if b = 0 then
CA := SA + EA mod q
CP := SP + EP mod q

if b = 1 then

CA ←$ Zt×m
q ; CP ←$ Zt×k

q

return A
(
A,P,CA,CP , auxS , auxP

)

PostbB(1λ)

A←$ Zn×m
q

(S, auxS)← SampS(1λ)

(P, auxP)← SampP(1λ)

EA ←$ Dt×m
Z,χA

if b = 0 then
CA := SA + EA mod q
X←$ DΛP

q (A),σ

if b = 1 then

CA ←$ Zt×m
q ; X←$ DΛP

q (A),σ

return B
(
A,P,CA,X, auxS , auxP

)
Afaik no attack. Wanted: Break it.
Or draw reductions, or reprove some orphan applications.

Thanks to Hoeteck Wee and Russell Lai for helpful discussions.
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Summary

This talk:
▶ Background, example attack, on relating variants, relation to succinct LWE, Mutation 101

Wanted:
▶ Attacks: on standing variants / with new techniques
▶ Reductions between variants
▶ Analysis to justify specific variant/target P
▶ Meaningful characterisation, or, kill Mutation 101
▶ Applications from better assumptions

Others: Evasive SIS, check out Assumption Zoo

Ivy K. Y. Woo

Aalto University, Finland

# ivy.woo@aalto.fi
� ivyw.ooo

Thank You!
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[BDJ+25] Pedro Branco, Nico Döttling, Abhishek Jain, Giulio Malavolta, Surya Mathialagan,
Spencer Peters, and Vinod Vaikuntanathan. “Pseudorandom Obfuscation and Applications”.
In: CRYPTO 2025, Part V. Ed. by Yael Tauman Kalai and Seny F. Kamara. Vol. 16004. LNCS.
Springer, Cham, Aug. 2025, pp. 663–698. DOI: 10.1007/978-3-032-01901-1_21.
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