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SIS and k-SIS problems
SIS problem: 

Given    find short    such that  
A ← ℤr×m
q x ∈ ℤm A ⋅ x = 0 mod q
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SIS problem: 

Given    find short    such that  


k-SIS problem: 

Given    and discrete gaussian 


Find another short   s.t.  


                      and  

A ← ℤr×m
q x ∈ ℤm A ⋅ x = 0 mod q

A ← ℤr×m
q {x1, …, xk ∣ A ⋅ xi = 0 mod q}

x ∈ ℤm A ⋅ x = 0 mod q

x ∉ ℚ-𝗌𝗉𝖺𝗇(x1, …, xk)
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SIS and k-SIS problems



k-LWE problem
k-LWE problem: 

Given    and discrete gaussian 


Distinguish   and 


for  for some short distribution .

A ← ℤr×m
q {x1, …, xk ∣ A ⋅ xi = 0 mod q}

AT ⋅ s + e mod q b ← {v ∣ ∀i : xT
i ⋅ v = 0 mod q} + e

s ← χr, e ← χm χ

Sasha Lapiha,  Silence Laboratories



The Original Reduction



Boneh-Freeman’11 reduction
SISr,m,B ≤ k-SISr,m+k,σ,B′￼

Given the SIS challenge  


Sample the hints as

A ← ℤr×m
q

X ← (𝒟ℤ,σ)(m+k)×k
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Boneh-Freeman’11 reduction
SISr,m,B ≤ k-SISr,m+k,σ,B′￼

Given the SIS challenge  


Sample the hints as

A ← ℤr×m
q

X1

X2

X ← (𝒟ℤ,σ)(m+k)×k
There exists  invertible 


over  (and ) for  large enough.

X2 ∈ ℤk×k

ℤq ℚ m, σ
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Boneh-Freeman’11 reduction

Given  solve for unique  such that:





(A ∈ ℤr×m
q , X ∈ ℤ(m+k)×k) Y ∈ ℤr×k

q

[A Y] ⋅ X = 0 mod q ⟹ Y = (A ⋅ X1) ⋅ X−1
2 mod q

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Boneh-Freeman’11 reduction

Given  solve for unique  such that:





Prove that for  the “order of sampling” does not affect the 
distribution.

(A ∈ ℤr×m
q , X ∈ ℤ(m+k)×k) Y ∈ ℤr×k

q

[A Y] ⋅ X = 0 mod q ⟹ Y = (A ⋅ X1) ⋅ X−1
2 mod q

(A′￼ = [A Y], X)

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Boneh-Freeman’11 reduction

Given  extract the  solution





x* = (x*1 , x*2 ) SIS

x = 𝖽𝖾𝗍(X2) ⋅ (X1 ⋅ X−1
2 ⋅ x*2 − x*1 )

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Boneh-Freeman’11 reduction

Given  extract the  solution





Note that  

x* = (x*1 , x*2 ) SIS

x = 𝖽𝖾𝗍(X2) ⋅ (X1 ⋅ X−1
2 ⋅ x*2 − x*1 )

𝖽𝖾𝗍(X2) ⋅ X−1
2 ∈ ℤk×k

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Boneh-Freeman’11 reduction

Given  extract the  solution





Note that  


 condition guarantees that .


Norm grows as 

x* = (x*1 , x*2 ) SIS

x = 𝖽𝖾𝗍(X2) ⋅ (X1 ⋅ X−1
2 ⋅ x*2 − x*1 )

𝖽𝖾𝗍(X2) ⋅ X−1
2 ∈ ℤk×k

ℚ-𝗌𝗉𝖺𝗇 x ≠ 0

B ≥ B′￼⋅ 𝖽𝖾𝗍(X2) ≥ B′￼⋅ (σ k)k

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Boneh-Freeman’11 reduction

Given  extract the  solution





Note that  


 condition guarantees that .


Norm grows as 

x* = (x*1 , x*2 ) SIS

x = 𝖽𝖾𝗍(X2) ⋅ (X1 ⋅ X−1
2 ⋅ x*2 − x*1 )

𝖽𝖾𝗍(X2) ⋅ X−1
2 ∈ ℤk×k

ℚ-𝗌𝗉𝖺𝗇 x ≠ 0

B ≥ B′￼⋅ 𝖽𝖾𝗍(X2) ≥ B′￼⋅ (σ k)k ⟹ k = 𝖼𝗈𝗇𝗌𝗍(λ)

SISr,m,B ≤ k-SISr,m+k,σ,B′￼
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Improving the number of hints



LPSS14 reduction 
(borrowing nice pictures from Joël’s slides) 
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LPSS14 reduction 
(borrowing nice pictures from Joël’s slides) 
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(borrowing nice pictures from Joël’s slides) 
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−X1Ik

Im0

LPSS14 reduction 



(borrowing nice pictures from Joël’s slides) 
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−X1Ik

Im0

LPSS14 reduction 



(borrowing nice pictures from Joël’s slides) 
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−X1Ik

Im0

In fact  is a basis 


of  

Ũ

Λ⊥(XT)

LPSS14 reduction 



(borrowing nice pictures from Joël’s slides) 
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LPSS14 reduction 



(borrowing nice pictures from Joël’s slides) 
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LPSS14 reduction 



1. Prove [X1 X1 ⋅ R + I] ∼ (𝒟ℤm+k,S,c)k
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SISr,m,B ≤ k-SISr,m+k,S,B′￼

LPSS14 reduction 



1. Prove 


2. Prove the “order of sampling” lemma.

[X1 X1 ⋅ R + I] ∼ (𝒟ℤm+k,S,c)k
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SISr,m,B ≤ k-SISr,m+k,S,B′￼

LPSS14 reduction 



1. Prove 


2. Prove the “order of sampling” lemma.


3. Extract the solution as 

[X1 X1 ⋅ R + I] ∼ (𝒟ℤm+k,S,c)k

x = Ũ ⋅ x*
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SISr,m,B ≤ k-SISr,m+k,S,B′￼

LPSS14 reduction 



1. Prove 


2. Prove the “order of sampling” lemma.


3. Extract the solution as 


Span condition guarantees 


Norm grows as  works for .

[X1 X1 ⋅ R + I] ∼ (𝒟ℤm+k,S,c)k

x = Ũ ⋅ x*

x ≠ 0

B = B′￼⋅ ∥Ũ∥ = B′￼⋅ 𝗉𝗈𝗅𝗒(k, m, σ) k = 𝗉𝗈𝗅𝗒(λ)
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SISr,m,B ≤ k-SISr,m+k,S,B′￼

LPSS14 reduction 



LWE version

On input  challenge 


Simulate  as before.

LWE (A ∈ ℤr×m
q , b ∈ ℤm)

(A′￼ = A ⋅ Ũ, X)

LWEr,m,B ≤ k-LWEr,m+k,S,B′￼
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LWE version

On input  challenge 


Simulate  as before.


Then 

LWE (A ∈ ℤr×m
q , b ∈ ℤm)

(A′￼ = A ⋅ Ũ, X)

b′￼ = ŨT ⋅ b + ẽ

LWEr,m,B ≤ k-LWEr,m+k,S,B′￼
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ŨT ⋅ (AT ⋅ s + e) + ẽ = (A′￼)T ⋅ s + (ŨTe + ẽ)

LWE



LWE version

On input  challenge 


Simulate  as before.


Then 

LWE (A ∈ ℤr×m
q , b ∈ ℤm)

(A′￼ = A ⋅ Ũ, X)

b′￼ = ŨT ⋅ b + ẽ

LWEr,m,B ≤ k-LWEr,m+k,S,B′￼
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ŨT ⋅ (AT ⋅ s + e) + ẽ = (A′￼)T ⋅ s + (ŨTe + ẽ)
= (A′￼)T ⋅ s + e′￼

LWE



LWE version

On input  challenge 


Simulate  as before.


Then 

LWE (A ∈ ℤr×m
q , b ∈ ℤm)

(A′￼ = A ⋅ Ũ, X)

b′￼ = ŨT ⋅ b + ẽ

LWEr,m,B ≤ k-LWEr,m+k,S,B′￼
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ŨT ⋅ (AT ⋅ s + e) + ẽ = (A′￼)T ⋅ s + (ŨTe + ẽ) ŨT ⋅ 𝒰(ℛm
q ) + (ŨTe + e′￼)

= (A′￼)T ⋅ s + e′￼

LWE Uniform



LWE version

On input  challenge 


Simulate  as before.


Then 

LWE (A ∈ ℤr×m
q , b ∈ ℤm)

(A′￼ = A ⋅ Ũ, X)

b′￼ = ŨT ⋅ b + ẽ

LWEr,m,B ≤ k-LWEr,m+k,S,B′￼
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ŨT ⋅ (AT ⋅ s + e) + ẽ = (A′￼)T ⋅ s + (ŨTe + ẽ) ŨT ⋅ 𝒰(ℤm
q ) + (ŨTe + ẽ)

= (A′￼)T ⋅ s + e′￼ = 𝒰({b ∣ XT ⋅ b = 0 mod q}) + e′￼

LWE Uniform



Gaussian Leftover Hash Lemma



Central component - Gaussian LHL

(X, X ⋅ v) ∼ (X, 𝒟ℤr,σ)

X ← (𝒟ℤr,Sx )m , v ← 𝒟ℤm,Sv
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Discrete Gaussian over integers
Base statement

(X, X ⋅ v) ∼ (X, 𝒟
X⋅ℤm, X ⋅ Sv ⋅ ST

v ⋅ XT
)

X ← (𝒟ℤr,Sx )m , v ← 𝒟ℤm,Sv

as long as Sv ≥ ηε(Λ⊥(X))
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Existing results
On the smoothing parameter
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[AGHS13] [AR16] [KNSW20]

m

Smoothing 
parameter

Ω(ηε(ℤr)) Ω(ηε(ℤr)) Ω( r)
Ω(r ln(rσ)) Ω(r ln(rσ)) Ω(r ln(σ))

O(mr ln(m/ε)) O(rσ ln(rσ + m + m /ε)) O( (r + ln(m))ln(m /ε))

σ



Existing results
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• [AGHS13] and [KNSW20] lower bound  of the dual lattice .λ∞
1 (Λ⊥(X))*

On the smoothing parameter



Existing results
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• [AGHS13] and [KNSW20] lower bound  of the dual lattice .


• [AR16] proves existence of short linearly-independent vectors in  
directly.

λ∞
1 (Λ⊥(X))*

Λ⊥(X)

On the smoothing parameter



LPSS14 reduction over rings

1. Prove 


2. Prove the “order of sampling” lemma.


3. Extract the solution as 

[X1 X1 ⋅ R + I] ∼ (𝒟ℛm+k,S,c)k

x = Ũ ⋅ x*
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MSISr,m,B ≤ k-MSISr,m+k,S,B′￼



Notations
• Number field  of degree .


• Field discriminant .


• The ring of integers  . 


• We assume the canonical embedding of  has a basis .


• We assume  contains  for some .

𝒦 d

Δ𝒦

ℛ = 𝒪𝒦

ℛ | |Bℛ | |∞ ≤ δ𝒦

𝒦 ℚ(ζf) f ≥ 2
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Discrete Gaussian over rings
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X ← (𝒟ℛr,Sx )m ,

Sv ≥ ηε(Λ⊥(X))

(X, X ⋅ v) ∼ (X, 𝒟
X⋅ℛm, Φ̃(X) ⋅ Sv ⋅ ST

v ⋅ Φ̃(XT)
)

v ← 𝒟ℛm,Sv

as long as

 - canonical embedding 


of  for matrix multiplication.

Φ̃(M)

M
Base statement



Discrete Gaussian over rings
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X ← (𝒟ℛr,Sx )m ,

Sv ≥ ηε(Λ⊥(X))

(X, X ⋅ v) ∼ (X, 𝒟
X⋅ℛm, Φ̃(X) ⋅ Sv ⋅ ST

v ⋅ Φ̃(XT)
)

v ← 𝒟ℛm,Sv

as long as

we also need  , and  X ⋅ ℛm = ℛr Φ̃(X) ⋅ Sv ⋅ ST
v ⋅ Φ̃(XT) ≈ σ ⋅ I

 - canonical embedding 


of  for matrix multiplication.

Φ̃(M)

M
Base statement



Short Kernel Basis 
Lifting [AR16] to the ring setting



Short Kernel Basis
From the the kernel to the unit vector preimages

- Find short  such that 


- Then for   we have 

U ∈ ℛm×r X ⋅ U = Ir

Im − U ⋅ X X ⋅ (Im − U ⋅ X) = X − Ir ⋅ X = 0
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Short Kernel Basis
Integer case

For  with  consider the set  
X = [x1, …, xm] | |xi | |∞ ≤ B Sj =
j

∑
i=1

{0,1} ⋅ xi
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Short Kernel Basis
Integer case

For  with  consider the set  


As  grows the norms in  grow slower than cardinality.


For :  this is a set of size  but . 


Eventually (when ) we have a collision or 

X = [x1, …, xm] | |xi | |∞ ≤ B Sj =
j

∑
i=1

{0,1} ⋅ xi

j Sj

v ∈ S | |v | |∞ ≤ j ⋅ B (2jB + 1)r |S | = 2j

j ≥ 2r log(Br)
j

∑
i=1

{0, ± 1} ⋅ xi = 0
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Short Kernel Basis
Adapting to rings

For  with  consider the set  


Now :  this is a set of size  but . 


Over rings we have  for 


We take the set  and  , 

X = [x1, …, xm] | |xi | |∞ ≤ B Sj =
j

∑
i=1

{0,1} ⋅ xi

v ∈ S | |v | |∞ ≤ j ⋅ B (2jB + 1)d⋅r |S | = 2j

j ≥ 2dr log(Br)
j

∑
i=1

{0, ± 1} ⋅ xi = 0

A = Bℛ ⋅ {0,1}d Sj = {
j

∑
i=1

ai ⋅ xi ∣ ai ∈ A} |Sj | = 2dj
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Short Kernel Basis
Adapting to rings

For  with  consider the set  


Now :  this is a set of size  but . 


Over rings we have  for 


We take the set  and  , 

X = [x1, …, xm] | |xi | |∞ ≤ B Sj =
j

∑
i=1

{0,1} ⋅ xi

v ∈ S | |v | |∞ ≤ j ⋅ B (2jB + 1)d⋅r |S | = 2j

j ≥ 2dr log(Br)
j

∑
i=1

{0, ± 1} ⋅ xi = 0

A = Bℛ ⋅ {0,1}d Sj = {
j

∑
i=1

ai ⋅ xi ∣ ai ∈ A} |Sj | = 2dj
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Short Kernel Basis
The result and open problems

- Find a different set A:


- With short unit elements, with short inverses,


- OR where all elements have many coprime short values.

Pr (ηε(Λ⊥(X)) ≤ O(m3/2 ⋅ d12 ⋅ f2 ⋅ δ14
𝒦 ⋅ Δ4/d

𝒦 ⋅ smin(Sx))) ≥ 1 − 2−λ
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For m ≥ r log(d ⋅ r ⋅ smax(Sx))1+o(1) +
λ

log f
.



Extending other approaches?
For integers we prove 





Then  and usually 


∀z ∈ ℤr,∥z∥ > B : Pr( |xTz mod q | < B′￼) <
1

𝖼𝗈𝗇𝗌𝗍(λ)

Pr(∥XT ⋅ z mod q∥∞ < B) <
1

𝖼𝗈𝗇𝗌𝗍(λ)m+k
m = 𝗉𝗈𝗅𝗒(λ)
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Extending other approaches?
For integers we prove 





Then  and usually 


Over rings we need 

∀z ∈ ℤr,∥z∥ > B : Pr( |xTz mod q | < B′￼) <
1

𝖼𝗈𝗇𝗌𝗍(λ)

Pr(∥XT ⋅ z mod q∥∞ < B) <
1

𝖼𝗈𝗇𝗌𝗍(λ)m+k
m = 𝗉𝗈𝗅𝗒(λ)

∀z ∈ ℛr,∥z∥ > B : Pr( |xTz mod q | < B′￼) <
1
2d
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Thank you! 
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