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One-more ISISβ: Definition

C A
C

$←− Zn×m
q

C−−−−→

t
$←− Zn

q
t−−−−→

S ← S ∪ t

t′←−−−−
y′ ← DZm,σ

Cy′ = t′
y′

−−−−−→

{yj ,tj}j∈[ℓ+1]←−−−−−−−−

Sample query

⟲

Preimage query

⟲ℓ

A wins, if

• Cyi = ti, ti ∈ S ∀i,

• ∥yi∥ ≤ β.
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Why useful?

▶ Security foundation in a blind signature construction from [AKSY22]. Solving
one-more ISIS =⇒ signature forgery

▶ randomized OM-ISIS (rOM-ISIS) gives a non-interactive blind signature
[BSGY24]

▶ However, we do have a construction of blind signature on standard lattice
assumptions [BLNS23]
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One-more ISIS hardness

▶ If you can solve Standard SIS, you can solve OM-SIS

▶ Not comparable with k-SIS:1 one-more SIS does not have restriction on
subspace, but more strict on the norm of the solution

▶ If σ = O(1) =⇒ One-more ISIS is easy: after Θ(m) preimage queries, the
adversary already has a very good basis of Λ⊥(C). Known efficient algorithms

produce σ = Θ̃(
√
m)

1In k-SIS, given A and Gaussian yi s.t. Ayi = 0 mod q, find a short y s.t. Ay = 0 and
y /∈ SpanQ{yi}i
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Attacks: Lattice reduction

1. From C or from poly(m) Preimage queries, build a basis B for

L⊥(C) = {y ∈ Zm : Cy = 0 mod q}

2. Run BKZ reduction on B with block-size b, obtain Bred

3. For a challenge t, run Babai Nearest Plane using Bred

Time = 2O(b) Quality = Θ
(
bO(m/b)

√
mn log q

)

By Quality I mean the Euclidean norm of the returned preimage.
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Attacks: Combinatorics

Consider a set

A = {eia, i ∈ [n], a ∈ Zq} ei = (0, . . . , 1, . . . , 0) |A| = (q − 1) · n

Any vector t ∈ Zn
q is a sum of n vectors from A.

1. Run preimage query for all elements from A, obtain y s.t. ∥y∥ ≤ Θ(
√
mσ) w.h.p.

2. Express the received challenge t as a sum of n vectors from A

3. The sum of the corresponding y’s is a pre-image for t of expected norm
∥y∥ ≤ Θ(

√
nmσ)

Time = (q − 1) · n Quality = Θ(
√
nmσ)
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Attacks: Combinatorics

In general, when Q-many queries are allowed, A consists of partial sums of eia. This
leads to

Time = Q Quality = Θ

(√
1 +

n log q

log(Q/n2)

√
mσ

)

cf. for lattices reduction:

Time = 2O(b) Quality = Θ
(
bO(m/b)

√
mn log q

)
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Randomised OM-ISISβ, [BCGY24]

:

C A
C,B

$←− Zn×m
q

C−−−−→

t
$←− Zn

q
t−−−−→

S ← S ∪ t

t′←−−−−
y′ ← DZm,σ

z′ ← {±1}m

Cy′ +Bz′ = t′
y′,z′−−−−−−→

{yj ,zi,tj}j∈[ℓ+1]←−−−−−−−−−

Sample query

Preimage query

A wins, if

• Cyi +Bzi = ti, ti ∈ S

• ∥yi∥ ≤ β.

• zi ∈ {±1}m.
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Complexity statements about rOM-SISβ

▶ Randomised OM-ISISβ is at least as hard as OM-ISISβ+m3/2 , [NS26]

▶ The combinatorial attack on OM-ISIS does not transfer to Randomised OM-ISIS
due to z′ ∈ {±1}m

▶ Lattice attack:
1. From C, construct a basis B of Λ⊥(C)

2. BKZ-reduce B

3. For a given target t, sample z← {±1}m

4. Run Babai Nearest Plane using BKZ-reduced B on target t−Bz
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Open questions

1. Better lattice reduction for one-more-SIS (we already have a pretty good basis)

2. Better Babai’s Nearest Plane exploiting the knowledge of a short generating set
(but not a shortest)

3. Reverse reduction: from Randomized OM-SISβ to OM-SISβ′
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